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The Office of Inspector General (OIG), Department of Defense 
(DoD), announced today that on June 25, 1991, a two-count 
indictment was returned by a Federal grand jury for the Southern 
District of California, San Diego, CA, charging Michael John 
Lauffenburger with attempted computer fraud and attempted 
computer tampering. 


The charges against Lauffenburger are the result of an 
investigation which disclosed that Lauffenburger, while employed 
as a computer programmer in the General Dynamics Corporation, 
Space Systems Division (GDC/SSD), San Diego, CA, attempted the 
computer fraud/tampering by placing a "logic bomb" in the GDC/SSD 
computer system. Investigation also determined that four days 
before Lauffenburger’s resignation from GDC/SSD on March 29, 

1991, he created a computer program named "Cleanup," which upon 
its execution, would have deleted data used on contracts for the 
Atlas rocket program and other programs used to respond to DoD 
requests for information. Cleanup is the type of program known 
as a "logic bomb," which was designed to defeat security 
procedures, lay low in the computer system and execute itself 
automatically after 6:00 p.m., on Friday, May 24, 1991, the start 
of the long Memorial Day weekend. The indictment alleges that 
Lauffenburger’s scheme contemplated that after the targeted data 
was destroyed, Lauffenburger as the principal architect of most 
of the programs intended for destruction, would then be retained 
as a consultant to GDC/SSD to determine what had happened to the 
data and help recreate it. 


Cleanup was inadvertently discovered on April 10, 1991, by 
another computer programmer and disarmed. It was found within a 
computer system which contains the accounting data for all GDC 
west coast divisions. If "Cleanup" had executed successfully, 
the costs to replace the destroyed files are estimated to exceed 
$100,000. 


If convicted, Lauffenburger could face a maximum of 5 years 
imprisonment and a maximum $250,000 fine for each count charged 
in the indictment. 


The investigation was conducted by the Defense Criminal 
Investigative Service (the investigative arm of the OIG, DoD) and 
the U.S. Secret Service. Prosecution is being handled by 
Assistant U.S. Attorney Mitchell D. Dembin, Southern District of 
California, San Diego, CA. 
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